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SUBJECT : 
* 

TO: 



23 October 1945 



Declassification Patent Application Serial Wo. 443,320 



Chief, Security Division 

(noted but not necessarily approved-MGJ ) 



1. The attached paper considers the problem of declassi- 
fication of Patent Application Serial No. 443,320. 

2. Recommendation is made that the patent application not 
be declassified. 



3* Informal discussion with Commander Weeks, 0P-20-K, 
who discussed the problem with Captain Smith, 0P-20-Y, indicated 
concurrence with the recommendation. 

4. It should be observed that, contrary to the statement 
of Mr. Friedman’s letter, only in part are the principles of 
the patent application utilized in the Converter M-294. There 
are rotors involved in producing a keying sequence in the Con- 
verter M-294 but the manner of combining the key and plain- 
text signals in this device is not the same as in the Converter 
M-228, described in subject application. 



2 Incls 

1. Ltr 27 Sep 45 

2. Study 



/s/ L. M. Myers 

Lt. Col., Signal Corps 
Chief, Communications 
Security Branch 







Declassified and approved for release by NS A ori 09-13-2013 pursuant to E.Q. 1352^ 
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27 September 1945 



SUBJECT: Release of Patent Application Serial Ho. 443*520 



TO: Commanding General 

Army Security Agency 



1. The subject patent application covers a crypto- 
graphic means and device for automatic encipherment and 
decipherment of teletypewriter signals and was filed in 
the U. S. Patent Office on 16 Nay 1942 in the name of the 
undersigned and Prank B. Rowlett* as co-inventors. 

2. The principles Involved in the subject application 
have been utilized in Converter M- 228 and Converter K-294. 

3* It is requested that the subject application be 
officially declassified in order that It nay be allowed to go 
to issue* whereupon the right and title will revert to the 
undersigned and Frank B. Rowlett* subject to an irrevocable , 
non-exclusive* and royalty -free right and license remaining 
vested in the United States of America. 

4. This action is desired because of the commercial 
applications of the invention* interest in which is believed 
to exist on the part of the U. 8. communication companies. 

5. Declassification of the patent application does not 
necessarily Involve the declassification of the specific 
embodiments thereof represented in the apparatuses mentioned 
in paragraph 2. 



WILLIAM P. FRIEDMAN 



DONF I DENW a 



/V-r l - 1 
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PROBLEM PRESENTED* 

1* Should dee lax si fixation of Pat eat iopliaaticn 8 •rial Jfca# 445, WO 
be authorised# 

FACTS BEARING Of ?BB CASE* 

*# The device *9 described in t3i* patent application is stellar to 
Convorter but Incorporates two feature* not present in the 

Convertor W-R2R* In addition, the application dooe not ataie apoclfiecilly 
the typo of control to bo employed in the mechanism of the subject patent 
for advanoinj the rotating a^itahec (rotors)* 

a# Prerrlsion is made for varying the number of input point# to 
he energised* And the number way ha accomplished by the operator at any 
Specified time* 

b« The five output leads may bo permuted in any of ISO way*, 
also at the will of the operator* 

9 . The application abates that stepping er advaaoseaenfc ©f the 
rotating switches can he done in a atuabor of way*, either periodic or 
aperiodic, and that the manner of doing thl# are well knesm in the art# 

S, Although the epeoifio application of the principles abated in 
the patent application if not embodied in the Converter M~2*8, it appears 
that the olaiao of the inventor* inolude the specific on*© of the Convertor 
M~228, with the exception of the stepping control* 

4 # Many persons in the Arsay and Bevy are familiar with the principles 
described in • u ^ w3 ^ application, as ssspl qyed in the Convertor HW828, 
and could duplicate stellar mechanisms beoauso of auoh knowledge# Thera lx 
now in Congitil* * K * <r ' r(3 **» *■ Mil it passed, would place a definite 



ecntrol on yel .ease of asy Information of a cryptographic or oryptanalytie 
nature sainM while employed by the V* It* Ck > var m e nt «r in the Army or 
Savy* 

9* fbe Converter JMEid bu been made available iso the ftrltish 
&?wi»tai *o that at the prewan-t; time the principles m* not the e*» 
elusive knowledge of the U* 8* Gkrvamsent* 

ft* leans of enciphering teletype signal* have been noil known for 
several year* » Supplying * keying siequwooa for eneiphomonb way he *o~ 
cccipllehod by either of two &ethod*i 4 

it* A previously proper* d key for use in the device* such m 
perforated tup* or tepee* 

b m A mechanical swan* of producing key which nay he oonncoted 
to s teletype end used ** required* 

She first method Jaw h-.o*o known for several years end ie available in * 
Comer daily manufactured cryptographic device (felekrypton). She second 
method is not known to have been utilised until the subject patent applies** 
tion described one way of utilising a meohanism attached to a teletype* 

As indicated in the patent application, the mechanism employ* rotating 
switches {rotors) to produce a long non-repeating key* the Gerraan* are 
known to have used a aeo’anioal means of producing a keying sequence for 
enciphering teletype signals but based upon a different principle* The 
principle used by the Oeroana is analogous to the action of the key 
wheels in the Converter U*$09* 

T* The cryptographic syshse* used by the 0* 8* Oovarncamt represent 
the highest level in the world with reepeet to security and practicability 
of operation. With regard to the security of system* attention is directed 




to Xeaormndua for Colon*! Cordoroan, dated 1$ bArah XS46, »ut^{soti 8eo~ 
t«pity of ow hi^3-gr*-do orypto^rnphio eystma, fho wsiolualoa § tat ad 
therein in *fb*y {Garmux «a£ <?*p*n««#) cannot rood and ar* not raiding 
our hlgh~gr*d* cipher traffic** 

8* ZHwlaaaifiofttion of ih* nathod, thereby mating it available to 
anyone irfho eaanin** tho paisa t* or thould owaaoroiol model* beeom avail- 
able, rating it possible to «3tttenia» thage, **y result In raising; tho srypio- 
graphic level of other nation*, On. ih* other hand **cwr» devic*4 (the 
•armoroial Enigma) wa* available befor* the war to anyone wishing to wafc# 
th* purchase* 

0* On 19 goptanbor 1845* tho Aray Security Agonoy rcoaawsfcdcd to 
Chief, IfUTj that th© repost of a foralgn govormaont, desirous of obtain** 
log assistance from th* War Dopartanont la setablishlng a ay*t«rt of **oure 
codec and olplwrs, bo unfavorably oonsidared* 

10* Should doc las a ific utien of subject patent application bo «a-thori**4 
A precedent will bo aatabliatwd regarding declassification of M^v-grad® 
cryptographic ttyttUm* 

PSSCtSSSXOK* 

11* Iho two features of th® patent application differing frofi* the 
Cewrertor M~£fc8 appear to afford greater security against unauthorlaod 
reading of messages* If tho Arey and *avy adopt those feature* for in- 
corporation in tho Cmwsrto? H-228 and tho patent application i» doola*- 
ilftad all olenonta of tho patent would bo praaont in tho Caawortor 11-818, 
o*o opt tho aamor of stopping th* rotors* 



IS* Hoaiifc of imparting a periodic or aperiodic motion to the rotor* 
*r# not specified but ibo applioaticn itatf* that method* considered a* 
■wall known In th* art any be need* It would bo possible to utilise th* 




! 



REF ID : A104786 




swrthod* of the Converter |<«X34*c to produce m aperiodic notion in the 
rotor*, ear the catf od presently eoployod in the Converter S4-225* or varia- 
tions of thee* Methods, Such nethoda, if well known, hero* not been need 
to ttw* beet advantageo by othar anti or*. If at oil* 

IS, If the bill now before Congress I* paused and bocenoe lost, roval- 
alloc of the nature a£ th* Converter 8*223 or principle© tteilrr In nature 
to the Cetrvortar K-gg$ nay be prohibited# 

14# Although there era available ow to any in to roe tod parties certain 
cryptographic doviooc which offer a high dogroo of security# now principle* 
end finished doaign* uwJoubtodly will tend to raise the cryptographic 
level of other nation* aaJ thi# could, irpoie water lolly pro gr*ae In ful- 
filling tho «d**ion of batolligeno* IUvi*iott of the Arsy Security Agency* 
ccecii-aioie * 

IS, Efforts era being redo to protect the *trS' , e «*cret* w end "know 
hoe* of II* 8# cryptographic eyetette* Xwolseeifioation of subject patent 
tg^liofetlon would be opposed to thi# poliay* There i» little evidence 
available to show that other xus.td.om are *o advanced in ciyptc^apld* 
act tore, Cacwequor*tly, release of knowledge gained by efforts of V# 9* 
personnel would be of benefit to ether nations, 

IS* Other ory#to~ra.*hie *y*taas aqployed by the U* S, OovomseBh way 
have Mcasrolal a^plicstlctt* aad declassification of oabjoot application 
weald establish a precedent difficult to ovorcccto If *iaH«r requests are 
wade on patent* of other sryptocrephio systora , 

ESC^OTP YXQ«t 

If# That »o notion be tsfcen to declassify .Wtoct Application Serial 
Wam 44S, ®0, 




Ch, Gen Processing Br. 

Ch, Facilities Br 

Ch, I&DBr 
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